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Since ~2013:
Several and long discussions about
Secure Group Communication
I n | ETF working groups

Secure Group Communication - A Gap Analysis







LUDWIG-

MNMIi

LMU| e Motivation - Testbed

Devices Raspbrr Isi (v1-v3)
Arduino Uno Arduino MO+ Arduino Due ESP 8266 Banana Pi
Beaglebone

Architecture ATmega328 | ARM Cortex-M0O+ | ARM Cortex-M3 | Tensilica L106 | ARMv6 T ARMvS
CPU 16 MHz 48 MHz 84 MHz 80-160 MHz 700-1200 MHz
RAM 2 KB 32 KB 96 KB 64 KB 256-1024 MB
Flash 32 KB 256 KB 512 KB 1 MB
Operating System | RIOT OS RIOT OS RIOT OS Free RTOS Linux
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IPsec

Is there any formal
description for secure group
communication in
constrained networks?
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C Group communication includes most major loT-related communication models
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1:n communication 1:1 communication

4 P

C Securing groups can help securing 10T in general

e N a (O
C Group communication is a management problem! b
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Nn:1 communication Nn:m communication
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Definition according to ISO/IEC 27000:

Anformation security

preservation of confidentiality (2.13), integrity (2.36) and availability (2.10) of
Information

NOTE In addition, other properties, such as authenticity (2.9), accountability
(2.2), non-repudiation (2.49), and reliability ( 2. 56) <can al so be

[ISO/IEC27000, 2.30]
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